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But in the latest wrinkle, intelligent objects – intelligent products
– are generating data that is shaping their own future design.
Focus groups are being supplanted by direct user data, in some
cases radically altering the product development process.
In this issue’s cover article, “The Changing Face of Product
Intelligence,” we learn how Babolat, the French maker of
tennis rackets, has embedded sensors in their products that
constantly gather usage data on such things as swing power,
impact location, and the types and number of strokes. This
information dictates product modifications that will improve the
performance of subsequent versions.
This idea resonated with me as, over the past few months,
we have worked on the development of our new product, the
just-launched Straight Talk website and online portal, www.
straighttalkonline.com. Our goal is to make this the premier
source for experience-based professional insights from C-level
technology executives – but this is only the first version, Straight
Talk Online 1.0. We want to add new and useful types of content.
We want to foster a strong sense of community among users.
But what new types of content? How to foster an engaging
community?
We’ll get answers to those questions from usage data generated
by this product’s “sensors.” For that data to be helpful, users need
to give the product a real workout. So go to the site, engage with
the content, spend time with what’s useful and move on from
what isn’t. Offer your own professional insights by commenting
on articles, and share your suggestions for improving the site.
Because this is a website and not a tennis racket, the data will
sometimes trigger immediate changes, resulting in a constantly
evolving Straight Talk Online 2.0 that will become a truly
winning website.
Game-set-match.
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Sensors in the handle of the Babolat Play series of rackets – which measure everything from power to
impact location to the number and type of strokes (forehand, backhand, overhead smash, etc.) – provide
data that players can use to improve their game. But that vast store of stroke-by-stroke data also helps
shape the design of the next version of the racket.

THE CHANGING
FACE OF PRODUCT
INTELLIGENCE
Smart products are beginning to design themselves.

When it comes to product development, Babolat
has always played the long game. The 140-year-old
company had been selling its tennis strings—popular
among top players—for more than a century before
introducing its first racket to the market, in 1994.
“We’ve been working on improving our products
forever,” says Jean-Marc Zimmermann, CIO of the
Lyon, France–based company.
Twelve years ago, Babolat’s research and development
group began experimenting with incorporating
sensors into their rackets to capture how the products
were performing and how customers were using them.
The first prototypes were unusable for tennis play.
The sensor technology had not advanced enough. But
over the years—as the technology grew smaller, more
affordable, and increasingly energy efficient—the idea
of a smart tennis racket became a reality.
Babolat started selling its smart racket, accompanied
by an app, in December 2013.

The Babolat Play Pure Drive racket looks like a regular
racket, but sensors integrated into the handle track
a number of data points, including power, impact
location, and type and number of strokes—information
that can help players improve their game. It took
more than a decade to figure out how to integrate the
sensors without affecting playability or feel. But now
that the smart racket is on the market, the intelligence
it generates is changing the game not just for players
but also for Babolat.
“When you develop a sensor-free product, the
story ends when you release it to the market,” says
Zimmermann, who’s taken on the role of project
director for the Connected Players Xperience.
“With this range of products the story starts when
customers are using them. The main change in both
product development and marketing is that we have to
be prepared to get that instant feedback and work to
keep evolving [our apps and our products] over time.”
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A New Product Category
Thanks to increasingly advanced embedded sensor
applications and robust, real-time analytics to
make sense of the tremendous amount of data that’s
generated, manufacturers are producing an array of
smart, connected products, from toasters and TVs to
elevators and jet engines. “It’s a whole new product
category,” says Tim Ensor, associate director and head
of connected devices at product development and
engineering consultancy Cambridge Consultants.
“Benefit number one [of intelligent products] is survival.
As people find smart, connected products more
convenient, any vendor that doesn’t offer them will go
out of business,” says Irving Wladawsky-Berger, Visiting

“When you develop a sensor-free
product, the story ends when
you release it to the market.
With this range of products the
story starts when customers are
using them.”
Jean-Marc Zimmermann
CIO, Babolat

Lecturer of Engineering Systems at MIT. “The second
benefit is that they deliver a lot of data about how the
product is used. In principle, companies can use that
data to have closer relationships with their customers.”
Indeed, product intelligence has the potential to

customers and product performance for years. But

transform a number of business functions both internal

that data was always one step—or, more likely, several

and customer-facing, from product management

steps—removed. Connected products deliver that

to predictive maintenance to customer experience

intelligence directly from customer to manufacturer

and support to marketing and sales. But at the most

with nothing lost in translation. And sensors in

fundamental level, these smart products have the power

connected products can deliver data that could never

to revolutionize product development and enhancement.

have been captured before.

Intelligent products are in their infancy, and companies

Startup Keen Home wants to take ineffective devices

must work through several issues to take full advantage

in the home and make them smarter through

of the information these products generate—from

hardware and software solutions. Its first product, the

figuring out what data really has value, establishing a

Smart Vent, retrofits existing air vents and connects

faster and more flexible software development culture,

wirelessly to a home network to regulate airflow. The

and rethinking their product development approach. But

first goal of the connected venting system is to give

forward-looking CTOs and product development leaders

consumers a better heating and cooling experience

see a clear upside to overcoming those challenges.

by sensing temperature and duct pressure to make

“It’s not a problem, but a growth opportunity,” says

intelligent airflow decisions. But the information

Lavanya Rammohan, senior analyst with business

collected by the vents could help Keen Home with

strategy consultancy Compass Intelligence. “Companies

future product improvements and development.

are trying to figure out how to create a platform to

“There’s a lot of anticipation that having real data

develop the new, innovative products of the future.”

about how people use a product will make it easier to

A New Kind of Customer Data
Companies have been collecting information about their
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design features in the future,” says Will McLeod, the
company’s cofounder and chief product officer. “We
can find out which actions actually have the effect you

want. If someone wants the room to be cooler and they
take an action, you can close the loop to see if the device

Whose Data Is It Anyway?

actually makes it cooler or warmer. We can find out
how many vents a person needs to replace, how many
batteries they use. And we can learn about this in real
time instead of in the lab.”
The new product also has the potential to transform
the relationship between the brand and the customer.

It’s one thing to collect data about how customers
use your product through a survey or phone call.
Customers either choose to share or not. The lines
get more blurry with intelligent products that collect
that data automatically.

“Instead of a transactional relationship, in which
maybe in a couple of years they come to us for a piece of
hardware that has to be replaced, we have an ongoing
relationship that extends the life and usability of that
product,” McLeod says.
The direct reports from products also help
manufacturers troubleshoot problems as products
are being used. In 2013, GE Lighting introduced its

“The interesting thing about big data is that nobody
really knows what it will be when it grows up,” says
Will McLeod, cofounder and chief product officer
of Keen Home. “I think the biggest problems come
when people don’t expect [that you’re collecting the
data]. That’s why we’re very up front with an opt-in
rather than an opt-out policy.”

LightGrid product, an outdoor, wireless-lighting
controls program that gives municipalities a more
accurate view of GPS-enabled streetlights in order to
implement smarter energy saving, asset management,
and maintenance processes. “Our customers were asking
for it,” says Rick Freeman, CEO of GE’s Intelligent
Cities and former global product manager for intelligent
devices. “They wanted fine-grained control of their
new LED fixtures, they wanted to make sure they knew
where everything was, and they wanted to be able to
measure the amount of energy the light used in order to
negotiate with utilities.”
For GE Lighting, the smart streetlights are delivering
new intelligence about product performance in the field,
“It’s all new,” says Freeman. “In the nonconnected world,
sometimes you don’t ever get [malfunctioning] gear

At GE Lighting, customers’ comfort level with data
collection and analysis is varied. The cities who buy
the company’s smart LightGrid system tend to be
very open, because they’re already creating policies
to share that data with their citizens. “And if we’re
already hosting some of that data for them, we
already have a trusted relationship with them,” says
Rick Freeman, CEO of GE’s Intelligent Cities. “We
find that in the market the customer wants to own
the data, but they’re willing to license it back to us
as long as it brings value to them in the long term.”
Utilities, however, consider data their crown jewels.
They may not want the company to store certain data
for long.

back. If something fails, it’s most effective just to give
them a new product to get them up and running. The
equipment may take a long time to get back—if ever—to
figure out why it failed. Now we have data available to
our engineering team on a continual basis.”

Smarter Smart-Product Design
With the price of sensors dropping and their capabilities
increasing, it can be tempting to jump on the connected
product bandwagon. But just because you can make

Tennis racket maker Babolat has found its
customers to be very open to sharing their usage
data. “But they’re less comfortable sharing it
with other players,” says Babolat CIO JeanMarc Zimmermann. “That could be very valuable
information for one of their opponents.” So the
company gives users the option to make their app
profile private but still feed the data back to the
company for future product development.
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a product “smarter” doesn’t mean you should. “You
don’t want to just dump this technology on products,”

Prototypes on the Fly

says Rammohan of Compass Intelligence. “The first
thing you should think about is, ‘How do I drive
exceptional user experience and do it better than the
competition?’”
Before developing an intelligent product, companies
need to be clear about their objectives, says Ensor
of Cambridge Consultants. “What’s the marketing
message you want to deliver? What’s the business
outcome you want to achieve? Is it product
differentiation? Is it back-office benefits? Is there a way
to do both?”
Big Ass Solutions, a manufacturer of fans, lights,

When it comes to developing a smart product,
traditional manufacturing methods don’t cut
it during the R&D phases. Companies need to
develop their physical product as quickly as the
intelligent software they’re building for it. “They
can have an awesome idea, but if it turns out they
can’t manufacture it, all that time and money spent
developing it is wasted,” says Lavanya Rammohan,
senior analyst with business strategy consultancy
Compass Intelligence. “They need to have the design
ready earlier so they can test the market strategy.”

and controls, had already introduced sensor-rich
commercial products when it started to develop a
smart residential ceiling fan. “Our first goal is always
designing great products,” says Landon Borders,
product development manager for Big Ass Solutions.
“Making them smart is the next step.”
The company has recently launched its Haiku line
of fans. “We had the most energy efficient fan in the
market, and we said, ‘Let’s make it the smartest fan in
the market,” Borders says. The company looked at the
biggest problems customers had with the fan—deciding
when to turn it on or off, having to reach the pull
chain to do so, and climbing on a ladder to change fan
direction—and solved them using sensor technology.
The new fans with SenseME technology turn on when
someone enters the room and turn off when the person
leaves, monitor temperature and humidity to adjust
fan speed as conditions change, and learn customers’
comfort preferences over time.
“Engineers have a tendency to want to solve all
problems for everyone. But we wanted to find that
sweet spot where the product was smart enough
without overcomplicating things,” says Borders. “When
you start to think about the home, predicting how
customers will use the product is paramount.”
Babolat had similar considerations when designing its
smart racket and customer-facing app. Not only did the
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That’s why companies like Keen Home, developer of
the Smart Vent for home heating and cooling, turn
to 3D printing for their connected product prototypes.
“In traditional product development, you sketch out
the model, send it to engineers, start cutting tools,
then work on how the device operates,” says Will
McLeod, cofounder and chief product officer for Keen
Home. But developing the software and firmware
behind the smart product is an iterative process.
“We’ve had to move product development to just-intime design. Having more physical products sooner
is helpful so we can experiment with them at the
same time as the app. It gives us more flexibility than
traditional mechanical design affords.”

company not want to affect the weight or balance of the
racket, it wanted to avoid overwhelming its customers
with too much information. “There are a lot of things
we can collect,” says Zimmermann. “The question is
how do we present it to the consumer. That’s the key
challenge for anyone developing sensor technology—
what information is relevant to the consumer as
opposed to what information is interesting to you. It’s
difficult to balance those two aspects.”
Having explored the idea of a smart racket for more
than ten years, Babolat knew what data would be
helpful for internal product development and support.
It was more difficult to figure out a simple interface for
the app that could be used by expert and novice alike.
“You really have to make sure you bring value to the
consumer,” says Zimmermann. “The way you present
that data to them is what will make your product

“If you are a hardware
company, switching that
culture to support software and
Internet services turns out to be
incredibly difficult.”
Irving Wladawsky-Berger
Visiting Lecturer of
Engineering Systems,
Massachusetts Institute of
Technology

successful. There are lots of sensors out there now.
Sometimes it’s difficult for the consumer to understand
what value they bring and how, in the long run, they
will improve their lives.”

A Software Revolution
The brains behind a smart product is software. But
incorporating that software development mind-set can
be a challenge for traditional product development. “If
you are a hardware company, switching that culture to
support software and Internet services turns out to be
incredibly difficult,” says MIT’s Wladawsky-Berger.
“One of the key challenges CTOs might face in this
future of connected products is the diversity of
disciplines required to make them work effectively,”
says Ensor of Cambridge Consultants. “They’ll need
a lot of technical disciplines within one engineering
team that work well together.”
At Babolat, there is continuous pressure to improve
the app to keep smart product users happy and
engaged. “Developing hard goods takes time,” says
Zimmermann. “The speed of the market for the app
business is totally different. We’re updating, at a
minimum, every three months.” Zimmermann has
had to integrate some new skill sets into the company,
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hiring application developers with little tennis
experience and getting them to work alongside product
developers with domain knowledge. “My role is to get
those with different skill sets and backgrounds to work
together as smoothly as possible,” says Zimmermann.
Similarly at GE Lighting, talented data scientists work
alongside professionals who’ve been in the power
supply business for decades. “If you can get all that
knowledge in one human being, you’re lucky. If not,
you’ve got to get two people to collaborate,”
Freeman says.
At Keen Home, small diverse teams work on
developing intelligent products. “Collaboration is a
requirement because the ground is shifting while we’re
running on it,” says McLeod. “We’ve got designers and

“Collaboration is a requirement
because the ground is shifting
while we’re running on it.
We’ve got designers and coders
and engineers not just having
conversations but also versing
each other in their practices.
It’s the only way to keep things
going in the right direction.”

coders and engineers not just having conversations but
also versing each other in their practices. It’s the only
way to keep things going in the right direction.”

Building a Better Product
At Big Ass Solutions, product intelligence from the
company’s smart fans is being used to fine-tune its
applications and develop new products. “We’re focused
on making this a meaningful experience for our
customers and also using that data to learn that there
may be another product that would meet customers’
needs better than what we offer today,” says Borders.
And that product intelligence is coming in all the time.
“When you move into the connected space, where you
can push firmware and app updates in real time, things
get a lot faster,” Borders says. “We’re learning to drink
from the firehose. Adjusting to the speed at which we
can develop products has been the biggest challenge.
I think you can go too fast. We’re cautious not to do so
many things at once that we haven’t learned from what
we’ve done initially.” The company caches information
from the field for future enhancements and then puts
new features through rigorous testing.
GE Lighting’s leaders are looking to product
intelligence for better information about long-term
failure rates for its streetlights. “We design very
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Will McLeod, Cofounder
and Chief Product Officer,
Keen Home

conservatively at GE. If we’ve been asked for a five-year
warranty, we design for a ten-year life so the customer

A Deluge of Data

is highly satisfied,” says Freeman. “But that increases
the cost of the products.” As the company collects field
data on actual product performance, it can feed that
data into design models to align future development
more closely with customer expectations. The data
can also be used to perform predictive maintenance
on lights before they fail and better understand
the performance of GE’s wireless networks. “As we
consume that data, it will help us drive new releases

The amount of data an intelligent product throws
off will be a growing issue. Boeing’s 787 jumbo jet
generates 40 terabytes of data every hour. A smart
Rio Tinto mining operation produces 2.4 terabytes
a minute. The Internet of Things will generate 400
zettabytes—that’s 400 trillion gigabytes—per year by
2018, according to Cisco.

of our software and think about other technology that
might be valuable to our customers in the future,”
Freeman says. “It’s another stream of information
to help drive our thinking about new-product
development. Customers may not feel it in the first
release, but they’ll feel it big time throughout the life of

“The amount of data that gets churned out is
enormous,” says Lavanya Rammohan of Compass
Intelligence. “The question is how to generate value
from that data. Companies need to be smart about
what data to keep and what to throw away.”

the product.”
That intelligence also helps create a balance in the
product development process. “The relationship
between product management and the CTO often
involves a lot of tug and pull. The product manager
only wants features that generate revenue, and the CTO
wants to build a reliable product that lasts a long time,”
says Freeman. “When this data enters the conversation,
uncertainty becomes more certain.”
At Keen Home, smart product development has been
an iterative process. “It’s such a new field. There are
very few things we do that don’t send us back to the

But that’s going to take some time. GE Lighting
is taking “the Google approach” initially with its
intelligent LightGrid system, according to Rick
Freeman, CEO of GE’s Intelligent Cities. “We know
what data we’d like to collect, and we have a
hypothesis about how frequently we should collect it
to be valuable,” he says. “But it’s not so much data
that it’s cost prohibitive to collect it all for now. We’re
just going to archive it. With customers’ permission,
we have the option to analyze it for correlations. We’d
rather collect everything now and be glad we have it.”

drawing board,” says McLeod. “The vents create a lot of
data, and our approach has been to run some analytics
on it to see what’s possible.” That means starting with
the most robust version of the product—spending more
per unit initially—until the company figures out what’s
most meaningful to customers.
At Babolat, changes to product design as a result of
this new stream of product intelligence first happened
during the pilot stages. The company had been
convinced for years about the racket’s sweet spot,
but the data from extensive testing showed that that
was not actually the location where most players hit
the ball. Babolat launched a new product this year

CTOs will eventually have to get more conservative
in that approach, though, says Tim Ensor, associate
director and head of connected devices at product
development and engineering consultancy
Cambridge Consultants. “There’s a lot of hype about
the potential services you could offer by extracting
all this data. But if you take a fishing trip approach,
collect all the data, and hope to find value in it, that
will eventually cause a storage problem. CTOs will
have to make a call about what the ROI is on this
data.”
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with a brand new impact zone. “That was based on
direct feedback from sensors in the racket,” says
Zimmermann.
Ultimately, says Wladawsky-Berger, coming up with
new or improved products based on the intelligence
from smart design “is challenging, but it’s not particle
physics. Companies will figure out how to do this well.”

“It’s another stream of
information to help drive our
thinking about new-product
development. Customers may
not feel it in the first release, but
they’ll feel it big time throughout
the life of the product.”

Rick Freeman, Head, GE
Intelligent Cities
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Infor is a U.S.-based global software company that specializes in enterprise software solutions, ranging
from financial systems and resource planning (ERP) to supply chain and customer relationships.
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Transforming IT While
Transitioning to the Cloud
A move to the cloud requires the continual cultivation of new kinds
of IT skills and expertise.
POSITION
Executive Vice President
Research and Development

COMPANY
Infor

WORKS FROM
New York City

Soma Somasundaram
Soma.Somasundaram@infor.com

PROFESSIONAL BACKGROUND
Somasundaram joined Infor at its inception, in 2002, when the company
was known as Agilisys. As the top R&D executive at Infor, an enterprise
software provider, whose offerings include industry-specific cloud
solutions, he defines the company’s technology strategy and manages
the design and rollout of its full suite of business applications. He also
ensures seamless connections between all applications on Infor’s
technology platform. Somasundaram has 30 years of experience in
enterprise resource planning, supply chain, and financial applications. He
also brings global business experience to Infor, having worked in many
countries around the globe, including India, Germany, Australia, the U.K.,
and the U.S.

EDUCATION
Birla Institute of Technology and Science, Pilani, India.

PERSONAL PASSION
Hiking, running, designing systems and processes that automate work.
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Instead of being known for saying “no,” IT will more often than not be
on the cutting edge of business innovation, partnering with change
agents across the enterprise.
IT today is engaged in something that

and action — while shedding costs

the business, the new CIO role is

resembles circus trapeze artistry.

and improving agility. The cloud,

all business. CIOs must function

Much like a troupe of acrobats

the enabler of this expanded and

as partners and advisers rather

attempting seamless handoffs as they

varied role for IT, is now a mature

than just service providers. Instead

fly through the air, IT organizations

and vital option across the spectrum

of being arbiters of capacity and

are trying to quickly and smoothly

of IT activities. It is IT on a scale

setters of limits, CIOs must become

transition some or all of their key

we’ve never seen before. Consider

business architects, implementing

functions from traditional on-

organizations such as Amazon Web

partnerships and providing access

premise computing to the cloud,

Services and Microsoft Azure, which

to services that can enable the

even as the business goes on

have invested billions of dollars in

organization to function better and

uninterrupted. Just as with daring

building their infrastructures. They

move faster.

circus performers, there is always the

are able to provide services that you

danger of dramatic failure.

could never match within your four

The risks, however, have less to do
with actually being in the cloud and
more to do with the process of getting
there. The transition requires careful
attention to the people involved and
the continual cultivation of new kinds

walls. Not everything will end up
in the cloud – but almost anything
could. In fact, anyone creating a
business from the ground up today
would be unlikely to invest in onpremise IT and unwise to do so.

The transition to the cloud also
requires the transformation of
the entire IT organization. In
adopting a more specialized and
compartmentalized operational
approach, the move resembles the
evolution of the delivery of
medical services.

of IT skills and expertise. Fortunately,

If the on-premise model is fading,

the rewards of a successful transition

what does that mean for the people

are substantial — in both the short-

who have traditionally run IT? It

and the long term.

means change, starting at the top.

A New IT Organization

As an IT leader, a CIO needs to think

pediatric services, or serving the

about how to function in a rapidly

medical needs of an elder, the

It doesn’t require any special gift

evolving role while preparing his

general practitioner was expected

of discernment to see that the

or her organization to support the

to somehow do it all. Nowadays,

traditional IT organization, which

transition to the cloud. Both tasks

in the name of both efficiency and

ran everything within the walls of

require the CIO to acquire new and

quality, medicine has grown highly

the enterprise, is more or less dead.

different skills.

specialized. There are practitioners

The days of just managing data
centers and a relatively fixed suite
of applications are gone. IT is now
being asked to do far more — and
to participate in strategic thinking
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In contrast to the somewhat
ambiguous role CIOs have played
in the past, essentially functioning
as intermediaries between the
information technology staff and

In the past, almost all of a family’s
health needs were addressed by
a general practitioner. Whether it
was delivering a baby, providing

for every phase of life, every part
of the body, and almost every type
of illness. Additionally, there are
a wide range of subspecialists, for
everything from physical therapy to

surgery. The general practitioner is

expertise. You also need management

still part of the system, but he or she

and coordination skills that are

often functions more as a consultant,

commensurate with the new level of

helping to understand an individual’s

complexity and larger scope of the

health needs and guide him or her to

work of IT.

a “solution.”

While business and broad design

Driven by the transition to the

skills must increasingly take center

cloud, a similar transformation is

stage, technology expertise will still

remaking IT. The old model of IT as

be vital, but perhaps in different

the one-stop shop for the business,

forms. Among the challenges is

or of the CIO as the main provider

the need to bridge functions across

of IT expertise, has been replaced

multiple clouds or across cloud and

by a world of outside specialists.

on-premise. Many IT tasks will

A huge ecosystem of vendors and

involve configuration, “massaging”

consultants, our company among

data going from one system to

them, can now deliver applications

another, and providing orchestration.

and computing services to

Data skills will be more important,

the enterprise.

and larger organizations will engage

Some of the organizations providing
specialized IT services focus on
infrastructure-as-a-service: IaaS.
Others provide domain expertise
through applications-as-a-service:
AaaS. If you are an IT organization
consuming these kind of services, you
still need skilled IT people. But the
skills are different now.
You may no longer need IT staff that
can manage a server or build a CRM
system, because someone outside
your organization is now doing that
and doing it very well. What you
do need is increased specialization
relative to the needs of the business
and the skills necessary to coordinate
and manage external providers
and the internal consumers of
their services. That means you will
need people who can manage each
of these services and bring them
together in a cohesive way. You now
need much more business domain
expertise than technology domain

Not everything
will end up in the cloud
– but almost anything
could. In fact, anyone
creating a business
from the ground up
today would be unlikely
to invest in on-premise
IT and unwise to do so.

data scientists to determine how to
use data to make the workforce more
informed and productive. Having the
ability to leverage APIs for different
applications and to craft mobile
applications for your workforce will
also be crucial.

The New IT
The tectonic shift in IT will not be
without pain. IT will undoubtedly
lose some of its traditional attributes
and powers. The size and composition
of its workforce may change. And, of
course, it will gradually command
less space and capital equipment.
Instead, it will become more
decentralized, a resource and a
presence that touches business more
intimately than ever before. Instead
of being known for saying “no,” IT
will more often than not be on the
cutting edge of business innovation,
partnering with change agents across
the enterprise.
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For example, the decision makers who
sign on with Salesforce are typically
the people in charge of sales or
marketing, not IT managers. To date,
IT’s role has been to support that
decision and help make it successful.
The new IT will share in those kinds
of decisions, providing guidance on
specific business challenges while
maintaining a strategic view that
combines an understanding of the
needs of the enterprise and of trends
and opportunities in technology.
This central IT organization will
bring together all relevant facets
— applications and infrastructure —

Transitions
Some organizations have been quick
to transition their IT operations
to a cloud-centric world, while
others have taken more time to
evaluate their options. Based on our

Health IT organizations can learn
from the experiences of the first
movers, avoid some of the pitfalls,
and take advantage of a pool of
IT professionals with the right
experience and skills.

experience working with companies

A few sectors, such as discrete

in a variety of industries, the early

and specialty food and beverage

movers have several advantages,

manufacturing, tend to have very

including new skills, lower cost,

specialized needs, such as complex

and greater flexibility, while those

industry-focused manufacturing

adopting later have an opportunity

apps. This is why the move to

to better grasp the full potential

the cloud for companies in this

of the cloud and to rethink their

sector is going slower than in most

approach to IT.

other industries. They will be the
last movers and will enjoy the

and establish policies to enhance and

Many health care organizations

strengthen the whole business. IT

are now making this move. Many

will still have a very important role in

of them have not changed much

ensuring that users have access to the

in the past 20 or so years, and

servers and data they need, and there

their IT infrastructures are older

will be a particularly critical role for

than in other industries. But the

Whether you are a first-, late-, or

IT to fill relative to security, ensuring

health care delivery model is

last-mover in your industry, you

that best practices are in place to

changing from procedure-based

will realize numerous benefits. And

protect the business and its data.

to outcome-based, and that puts

vaulting from your existing on-

a lot of financial pressure on

premise world to the opportunities

the health care system, which is

and rewards of the cloud will

compelling those organizations to

change the nature of IT’s role to one

move faster than other industries.

that is strategically central to the

Those kinds of management and
control activities need to stay within
the IT organization, though they may
relate primarily to resources in
the cloud.

tremendous amount of knowledge
about transitioning to the cloud that
has accumulated over the past
few years.

organization.

The Takeaways
• The risks of cloud computing are not in actually having key functions in the cloud but in making the
transition. The move to the cloud requires changes to the CIO’s role and to the entire IT organization.
• In the cloud-based world, CIOs must be partners and advisers to the business instead of service providers.
Instead of acting as a one-stop shop for the business, the IT organization must coordinate an ecosystem of
specialized vendors and consultants and the internal consumers of their services.
• Some organizations have been quick to move to the cloud; others have taken their time. The early movers
have gained new skills, lowered their costs, and increased their flexibility, while the late movers have
learned from the accumulated experience of those who preceded them.
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Rockwell Collins, is a U.S.-based provider of avionics and information technology systems and services
to governmental agencies and aircraft manufacturers around the world.
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Throwing Out the “Bat Phone”
The superhero boss becomes redundant when an engaged team is able to
tackle a daunting challenge on its own.
POSITION
Senior Director of Communication, Navigation and Surveillance
Engineering

COMPANY
Rockwell Collins

WORKS FROM
Melbourne, Florida

Daniel Clark
daniel.clark@rockwellcollins.com

PROFESSIONAL BACKGROUND
Dan Clark has spent the bulk of his career at Rockwell Collins, initially
as a hardware design engineer working on an enhanced passenger
entertainment system controller, and then moved into product
engineering with responsibility for budgeting, scheduling, and quality.
Two years later, Clark became a group manager and followed three
years later with his first department manager position, responsible
for a group of about 80 to 100 employees. Today, Clark oversees 440
employees, about 330 of whom are engineers and the rest support
staff. He is responsible for the requirements, design, development, and
manufacturability of complex avionic systems and subsystems.

EDUCATION
Bachelor’s degree in electrical engineering from California State
Polytechnic University, Pomona.

PERSONAL PASSION
Being a great spouse and a great dad, cycling, competing in triathlons,
landscaping.
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It was very satisfying to see my engineers reach out to others in
different parts of the company, explain the urgency with which they
needed things done, and achieve their desired results.
Don’t Let Process Get in
the Way of Progress

If you’ve ever led a tough development

While I fully expected them to tell me

project with tight deadlines and

my plan was ludicrous, none of them

high expectations, then chances are

did. I knew completion in 90 days

you’ve set up a hotline and given

was undoable, as did they, but we all

As we worked at speeding our

your engineers explicit directions to

wanted to strive and push ourselves

development time, we took the

call immediately should they hit any

nonetheless. And we thought, “If not

opportunity to identify and document

barriers. Then you’ve waited for the

90 days, what about 120 days?” Even

anything my engineers encountered

phone to ring, ready to spring into

in that time frame, or slightly longer,

along the way that either slowed them

action and help save the day.

we’d still be extremely successful.

down or potentially could have. As

Imagine how surprised you’d be if

So that became our aim, and hence

nobody ever called and your “Bat

the reason I felt I needed to set up

Phone” (Commissioner Gordon’s

a Bat Phone. In order to meet such

secure line to Batman) sat silent, day

an aggressive development plan,

after day, months on end. I know the

my team members were going to

feeling firsthand.

have to obtain special allowances on

Direct Line to Action
In the fall of 2013, I had the
notion of launching an internal
development project. Historically,
we had commissioned design and
development to an external firm. But
for this project the procurement cost

established processes and procedures
used throughout Rockwell Collins. I
anticipated some head butting as they
crossed organizational boundaries,
and I wanted them to be able to reach
me at any time. I figured I’d get quite
a few calls saying, “I need your help
making this happen.”

was substantial — more than what we

But those calls never came — if not

believed we’d spend internally.

exactly a blow to my ego as a leader,

This type of design and development
project would normally run anywhere
from 18 months to two years — way
too much time for my purposes. I
needed to get this program done
really fast, so I gathered together a
core team of five direct reports — four
engineers and a technical project
manager — and said, “Guys, I’d like
you to do this in 90 days.”
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still a great surprise. In fact, it was
very satisfying to see my engineers
reach out to others in different parts
of the company, explain the urgency
with which they needed things done,

part of that initiative, for example,
my product engineering team needed
to run lab tests on the weekends.
However, those workflows were
interrupted by automated software
updates IT routinely ran during
off hours. So the engineers had to
approach IT and say, “Look, we know
this is hard because it’s an automated
process, but here’s the value that
our work is going to bring to the
company.” Once IT understood the
potential business impact, it willingly
helped us out and made it possible for
us to work over the weekend without
interruption.
Likewise, we were able to expedite
a request from one of my engineers
who needed multiple screens in order
to do his work more effectively. IT
delivered the right tools quickly.

and achieve their desired results. I

The same goes for help we got

loved seeing them take ownership

in expediting procurement.

and not come scurrying back to

Our company has a process for

me saying, “Dan, here’s something

procurement. Sometimes, as was

slowing me down. Go fix it for me.”

the case with this project, this

can significantly slow down the

managed IT processes, as previously

development process. We were able to

noted, to the ways we worked on

show the procurement organization

third-party intellectual property

that we would be using the best

licensing and how we certified

quality, highest performing parts
and that our vendor selections did
not affect the company’s overall
strategies for reducing procurement
costs. Procurement understood our
methodology, tailored its process for
our purpose, and got us the parts
we needed faster than would have
been possible through traditional
processes.
In the end, thanks in large part to
that cross-organizational effort, we
were able to crunch a typical 18- to
24-month development cycle down to
six months. We hit our first milestone
in November 2013 and completed the
project in April 2014. So we didn’t hit
the 90-day mark, or the 120 — but
we absolutely got it right as fast as we
could. It was an incredible effort by
everybody.

If I can take that
products for compliance with Federal 30% of engaged workers
Aviation Administration regulations.
and make it 40%, I’m
Based on that list, we formed a
going to be better than
cross-organizational leadership
all my competitors. And
team and began working together
if I can take that 30%
on process improvements. Having
the COO’s backing really helped
and make it 60%? Well
energize and drive the leaders to
then I’ll be screamin’
take the necessary actions within
their respective organizations to
down the road with
improve cycle times for engineering
much better products,
development.
at lower cost, and with
Figure Out What Motivates a customer satisfaction
Your Team
rating that goes through
As difficult as this challenge was
the roof.
for my core team members, I was
confident they’d be successful.
That’s because I believe in them
unquestionably — that’s an
imperative. Let’s face it, as leaders

The rapid-fast development didn’t

we’re not the ones doing the work.

go unnoticed by the higher-ups,

The people on the front line of any

either. My boss, who is the vice

development project are the ones who

president of engineering, shared our

get the job done. My fundamental

accomplishment with the COO. As he

belief, a philosophy of leadership, is

told me, he thought that what we did

that the better care you show your

was significant enough to warrant a

people, the better job they’re going

look by corporate leadership — and

to do.

the COO agreed. If other parts of the
organization could see what things
were slowing down development,
and why that mattered for the overall
good, he reasoned, then the company
— and its customers — would benefit.

I’m 100% confident that when you
have engaged, motivated employees,
they will find a way to get the job
done. And let me tell you, when you
have engaged, motivated employees
who are passionate about what

As an organization, we called the

they’re doing, your job as a leader gets

initiative “What Slows Us Down.” We

easier.

ended up with several items, ranging
from how we procured products and
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The trick, of course, is figuring out

as a leader gets easier, because you’ll

how to engage employees. A much-

know how to reward him or her in a

used statistic is that, at maximum,

way that engages and motivates.

only about 30% of a company’s
employees consider themselves
engaged at work (I’ve seen numbers
ranging from 20% to 40%, depending
on the industry). So if I can take that
30% of engaged workers and make
it 40%, I’m going to be better than
all my competitors. And if I can take
that 30% and make it 60%? Well then
I’ll be screamin’ down the road with
much better products, at lower cost,
and with a customer satisfaction
rating that goes through the roof.

Some employees appreciate
gift cards and feel like valued
contributors when they receive one.
Others aren’t interested in financial
rewards whatsoever and instead find
motivation in personal interactions,
new career opportunities, or extra
time off. I always try to express
my thanks to anybody who does
something well. For some, that simple
acknowledgement is enough of a
motivator. Others feel valued when
thanked, but not engaged. As a leader,

I’m working toward this at Rockwell

it’s my responsibility to listen and

Collins.

hear what employees want. I’ve found

As a company, we conduct an annual
employee survey that includes about
a half dozen questions related to

that when you take the time and put
in the effort, the answers become
clear fairly quickly.

engagement. That’s great to get the

Obviously I can’t go to that level

data that shows how people feel,

of personalized attention with

but my personal feeling is that we

each of the 440 employees in

as a management team need to be

my organization. So I start with

doing more than looking at the data

my directors and champion the

we collect. I want to be doing things

engagement ideal with them. I meet

close to the employee, watching

with my leadership team, which

their responses, and using that as a

comprises seven direct reports

measurement of engagement. To me,

plus two remote CTOs, once a

employee engagement and quality

week as a group and in one on

are of the same ilk — that is, you can’t

ones during which we talk not only

always measure either, but you can

about professional projects but also

sure tell when you don’t have it.

anything pertinent on a personal

I don’t have any expertise or advice

level.

on how to engage employees that you

My expectation is that these leaders

can’t find in any number of leadership

use the same approach with their

guides, but I absolutely do know that

direct reports, and so on down the

you have to take the time to figure

line. And I’m happy to hear when

out what motivates an employee on a

managers take the initiative to

personal level. If you find out what’s

recognize employees’ efforts. For

important to an individual, your job

example, I loved that one manager
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If you find out
what’s important to an
individual, your job as
a leader gets easier,
because you’ll know
how to reward him
or her in a way that
engages and motivates.

The hottest project is in trouble, and so you’re focused on that
and you forget to go around and say thank you to the people who are
working so hard. I think we’ve lost the art of saying thank you, and we
need a reminder to do so every so often.

recently gave each person in his

to get out of the practice. You get

thank you, and we need a reminder to

department a certificate for a

too busy with your day. The hottest

do so every so often.

HoneyBaked ham with a handwritten

project is in trouble, and so you’re

thank you note for working so hard.

focused on that and you forget to

That kind of gesture can be so simple,
but we as leaders don’t do this sort
of thing nearly enough. It’s too easy

go around and say thank you to the
people who are working so hard.

Maybe what we really need are Bat
Phones for saying thanks, not asking
for help!

I think we’ve lost the art of saying

The Takeaways
• In trying to achieve a stretch goal — an ambitious project or a tight deadline, for instance — you might find
that established routines and processes are getting in the way. Document the obstacles and then approach
the owners of those processes to explain how deviating from routine in some circumstances can benefit the
entire organization.
• Engaged, motivated employees will rise to even the toughest challenges. The trick is figuring out what
engages people. For some, it’s tangible rewards; for others, it’s words of thanks and professional
opportunities. Collecting data from employees is a good first step, but you’ll learn even more, and be able to
tailor incentives, through personal interactions and observations.
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Electrolux, based in Sweden, is a leading global appliance maker, offering vacuum cleaners and major
appliances under a variety of brands, including Frigidaire and Zanussi.
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Tapping Many Minds for Ideation
At Electrolux, enhancing traditional R&D with an open innovation approach has
yielded new products, new processes, and a new mind-set.
POSITION
Senior Vice President
Global R&D Food Preparation

COMPANY
Electrolux

WORKS FROM
Forli, Italy, when he’s not traveling among Electrolux’s R&D centers
around the world

TIZIANO TOSCHI
tiziano.toschi@electrolux.it

PROFESSIONAL BACKGROUND
Toschi joined Electrolux, the global appliance manufacturer, in 2003 to
head R&D for the food preparation division in Europe. He moved to the
global role in 2010. This is the company’s largest division, accounting
for around $2.7 billion to $2.8 billion annually. Prior to joining
Electrolux, Toschi held R&D positions at a motorcycle company and
then, in search of experience within a larger corporation, a domestic
appliance company. He has been working in the domestic appliance
industry ever since, including a stint at Whirlpool.

EDUCATION
Five-year degree in mechanical engineering, Politecnico di Milano;
MBA, Bologna Business School

PERSONAL PASSION
Motorcycles and vintage cars
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At Milan’s Eurocucina 2014, an

from external sources into a company

international kitchen furniture

for evaluation and, potentially, for

exhibition, Electrolux received

development. While widely adopted

positive reviews for its kitchen-of-

in the dot-com industry, open

the-future showroom. Among the

innovation’s real potential for success

innovative prototypes on display:

is within the “old economy,” at

a dishwasher with a bottom rack

companies like Electrolux.

the knowledge a

Open innovation has been around

company needs does

that swings up to waist level, a gas
cooktop with movable burners and
reconfigurable flames, and a builtin kitchen garden — this last one a
pride-and-joy of mine, as the head
of global R&D for our food
preparation division.

for 15 years or so, but it first grabbed
my attention about six years ago
while I was on holiday. In the book
I brought along with me, A.G.
Lafley, then the CEO at Procter &
Gamble, describes how he turned

Early this year we launched our Herb

P&G around at the beginning of the

Garden product in Europe. It looks

last decade by adopting an open

like a small kitchen cooler that can

innovation approach. The book,

be installed in the wall or under a

called The Game-Changer, was an

counter, and it uses a combination

eye-opener for me. I was confident

of climate control and lighting to

that Electrolux could benefit from

support seed cultivation. It’s great

the same kind of approach, so I

for city dwellers who don’t have an

committed to working toward that as

outdoor area where they can grow

soon as I returned from holiday.

fresh basil or other herbs they use
for cooking.

I knew that was going to be easier
said than done, of course. Changing

The idea for the Herb Garden, I am

a corporate mind-set can be quite

happy to say, did not originate at

difficult, and I did indeed face

Electrolux but at a small Canadian

some tough challenges when I

company. Why, you might wonder,

introduced the concept at Electrolux.

would I boast about this? I am

Fortunately, I had the backing of the

proud because the concept came

chief technology officer, to whom I

to our attention through the open

report directly, from day one.

innovation network that I founded
and have been overseeing at
Electrolux for the past several years.

Executive sponsorship is critically
important, because you cannot
achieve pervasive change without it

Inspired Innovation

— especially when you’re asking your

Open innovation recognizes that the

and invest in a new, unproven way of

knowledge a company needs does not

conducting business. Adopting a new

always reside within its four walls,

approach can be especially difficult

so to speak. An open innovation

for business executives operating at

model facilitates the flow of ideas

companies with tight profit margins
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colleagues to put aside lifelong biases

Open innovation
recognizes that

not always reside
within its four walls.

like we see in the household and

open innovation, and we’re certainly

professional appliance industry. In the not going to be the last. As for the

of our normal processes. In other
words, open innovation enhances

first two to three years, we met with a

individuals and small companies

the ideation phase, but the execution

lot of skepticism that the investment

that want to participate in the open

phase remains unchanged.

in open innovation would be worth

innovation network—well, sometimes

the risk — but those days are

they want to sell an idea or a patent

behind us.

while other times they want to sell a

Two Streams of Ideas

product or even the company itself.

I want to be clear that our open
innovation approach hasn’t changed
the way we do R&D. We have ideas or
we look for ideas, and then we execute

The trick is finding just the right

on them — that’s the same as always,

The ideas coming into the company

idea in the flood that began once

but supplemented by additional

through the open innovation effort

we “opened our doors” — because,

sources. Truth be told, Electrolux’s

are of two sorts. The first is a stream

quite honestly, 90% of what we get

open innovation initiative resides in

of ideas the open innovation team

is junk. But that’s OK; it’s part of the

R&D only because it’s my pet project;

solicits because the company has a

game. The point is that we are able to

I brought the concept to the company

problem or an issue it hasn’t been able

identify the 10% that make sense and

and carried it through to fruition.

to solve or a customer request it hasn’t assess those as fast as possible. As we

Bringing ideas into a company and

been able to fulfill. The second is a

like to say, “If we are going to fail, we

soliciting proposals — those don’t

stream of unsolicited ideas — we open

need to fail quickly.”

have to be R&D jobs. Open innovation

the doors and in they come. In either
case, the starting point is a network
of trusted individuals, startups, small
companies, and other idea generators
that the open innovation team has
built up over the years. This network
includes longtime Electrolux partners
like suppliers and universities, but
the point is to break away from the

The Ideation Process
Here’s how we do it at Electrolux:
My open innovation team (initially
three members and now up to
about 10) does an initial pass on all
ideas in order to filter out the crazy
ones. This first level of filtering is
unstructured and informal. If an

can just as easily be an independent
office. More important than where
open innovation resides is that it’s not
perceived as a replacement for any
function. Sometimes you find ideas
and sometimes you don’t. You can’t
take the risk of having the network be
your only effort in support of ideation.

My team’s earliest focus was on

team will then meet with whoever

Helping Both Product and
Process Innovation

building the network. In doing so,

in the company might be interested

With a lot of hard work and a lot of

we tapped a variety of resources.

in it, no matter the division or the

traditional sources.

idea makes it through that round, the

in contact with spinoffs, startups,

long days in the office, my team has
factory. Depending on the fit, the team been successful in building our open
and interested parties will continue
innovation network, filtering the

and entrepreneurs looking for

discussing and analyzing

ideas that come through it, feeding

funding — were quite helpful. We

the ideas and, ultimately, decide

only the best ones into the company

also spoke with consultants expressly

which ones to keep pursuing and

for development, and communicating

working to facilitate innovation

which ones to throw away. In

our successes. I cannot stress this last

connections between smaller and

secondary assessments the team

point enough: To usher in this kind

larger organizations. Over the years,

will request additional checks and

of transformation, you have to share

we’ve seen more and more of these

analysis from a technical standpoint

your success stories and grow internal

types of consulting companies spring

and on the financials. Should an

support little by little.

up to address the growing market

idea survive all this filtering and

need — we’re not the first doing

the scrutiny, it then becomes a part

Banks — because they’re naturally

We can count our successes not only
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We are now at the point where people throughout the company are calling
and asking for our help in solving problems or searching for ideas.

A Company-Wide
Success Story

With all of our efforts, I now can

and improve quality. Thanks to the

In the early days, the three initial

are happy to work with, the open

invention of a small company in

people on the team spent 100% of

innovation team. When you get a call

our network, for example, we have

their time building the network

from a floor care manager in Brazil

drastically reduced the number of

and getting the word out about

asking if any of the ideas coming in

defective parts resulting from the

Electrolux’s strategy of openness.

through the open innovation network

enameling process we use on our

Today, several years in and an

could help him out with an issue,

cooking appliances. The improvement

established network in place, the

you understand that something has

in the enameling process isn’t

focus is on expansion beyond the

changed. And that’s definitely where

something the consumer can see, of

network’s roots in Europe and North

we are now, at the point where people

course, but it’s extremely beneficial,

America. The next step is Asia, for

throughout the company are calling

because reducing waste decreases our

obvious reasons given its size and the

and asking for our help in solving

raw materials requirements and our

speed of change on the continent.

problems or searching for ideas.

in products, such as the Herb Garden,
but also in process improvements
that reduce manufacturing costs

confidently say that everybody in
the company is aware of, and most

energy costs.

The Takeaways
• These days, the best product and process innovations can pop up anywhere. Open innovation facilitates the
flow of ideas from external sources into a company for evaluation and development. While widely adopted in
the dot-com industry, open innovation has the potential to succeed in traditional companies.
• Embracing an open innovation model requires a new corporate mind-set, which must be championed at
the highest levels. It also requires a network that goes beyond traditional sources of new ideas, such as
suppliers and universities, to include individuals, startups, small companies, and others.
• Open innovation can result in a torrent of solicited and unsolicited ideas. The trick is to develop a process
for filtering out the few really good ones and feeding them to the company for development.
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Microsoft Corporation develops, manufactures, licenses, supports, and sells computer software,
consumer electronics, and personal computers and services, including the Windows operating system,
Microsoft Office, and the Xbox game console.
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Democratizing Machine Learning
We are rapidly realizing the vision of bringing the power of machine learning
and advanced analytics to the masses.
POSITION
Corporate Vice President
Information Management and Machine Learning

COMPANY
Microsoft

WORKS FROM
Bellevue, Washington

Joseph Sirosh
jsirosh@microsoft.com

PROFESSIONAL BACKGROUND
Sirosh joined Microsoft in July 2013 from Amazon, where he was Vice
President for the Global Inventory Platform and CTO of the consumer
business. In this role, he had responsibility for the science and software
behind Amazon’s supply chain and order fulfillment systems, as well as the
central Machine Learning group, which he built and led. During his nine
years at Amazon, Sirosh managed a variety of teams, including forecasting,
inventory, supply chain and fulfillment, fraud prevention systems, data
warehouse, and an innovative data-driven seller lending business. Prior
to Amazon, Sirosh worked for Fair Isaac Corporation as Vice President of
Advanced Technology.

EDUCATION
BTech in Computer Science & Engineering, Indian Institute of Technology;
MS and PhD in Computer Science, University of Texas at Austin.

PERSONAL PASSION
Machine learning is his passion. Well, and golf.
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Machine learning is emerging as a defining technology of our era.

It used to be that one great technology

spam and non-spam e-mail messages,

machine learning enables more-

defined an era. The steam engine, for

a good machine learning program

accurate demand forecasts, ensuring

example, served as the catalyst for the

will successfully identify (i.e.,

that stock levels are nearly always

rise of the industrial age. Nowadays,

predict), without human intervention,

correct in the supply chain or even in

however, a number of amazing

whether or not a new message

a single retail store.

technical advances and inventions

is spam.

are contending for bragging rights as
the leading technology of our times.
I would argue that one is particularly
worthy of such boasting: machine
learning. Although it has been in slow
and steady development for years
and has been used in a few enterprise
applications, it has recently burst
onto the scene in response to
the explosion of data in today’s
increasingly connected digital world.
Indeed, machine learning is rapidly
becoming available to the masses as a
tool for making intelligent predictions
on the basis of an analysis of
past data.

successfully to assist in a number

What’s New and Exciting
About Machine Learning?

of specific tasks. When you swipe

While machine learning has been

your credit card, machine learning

around for a long time, until recently

algorithms consider in real time

only people with deep skills and deep

the location and amount of your

pockets could use and benefit from it.

purchase along with a host of other

This is now changing rapidly because

factors to determine whether it is

of both the explosion of data available

legitimate or fraudulent. Similarly,

for analysis and the advent of cloud-

when you shop for a product online

based machine learning capabilities.

Machine learning has been applied

and are presented with related
choices, or with choices that might
seem unrelated, machine learning is
at work, comparing your purchase
history with that of many other
customers, some with tastes much

What Is Machine
Learning?

like yours. Consumers benefit

Machine learning is a branch of

increased sales resulting from those

artificial intelligence that leverages

recommendations.

advanced statistics. Similar to the
human learning process, machine
learning involves “training”
computers using data labeled or
classified based on previous outcomes
and software algorithms that “learn”
how to predict the classification of
new data not labeled or classified. For
example, after a period of training in
which the computer is presented with
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from targeted recommendations,
and companies benefit from

There’s been a lot of big talk about big
data recently, and there should be. As
the volume, types, and speed of data
grow, organizations of all kinds need
powerful analytical models to make
data-driven decisions. This requires
high-performance computation
that is “close” to the data and scales
with the business’s needs over time.
New technologies such as Hadoop
facilitate the collection and analysis

Machine learning is more than

of large amounts of unstructured

the sum of its data components;

data, something we could not do

it involves continual learning —

before as easily — certainly not at

inferring from the data insights that

this scale.

we ourselves might not grasp and
then predicting possible outcomes.
Critically, when you can predict
outcomes you can optimize business
systems and processes. For example,

Speaking of scale, we are also
monitoring the incredible potential
of the Internet of Things, which will
bring intelligence to objects and
devices not only in our personal world

We need to make machine learning more accessible – to
every enterprise and, over time, everyone.

but also in enterprises, changing the

subsidiaries. I came to Microsoft in

of predictive analytics dramatically

way they work. For example, Thyssen

2013 because the CEO gave me the

faster and cheaper, and is leading

Krupp Elevators, a customer of ours,

opportunity to realize a new vision

them to trustworthy and actionable

wants to know ahead of time when its

for making machine learning a

business insights on big data.

elevators are ready for maintenance

mainstream application that can be

in order to deploy maintenance

used by all, leveraging the cloud.

crews more effectively and minimize

For example, eSmart Systems of
Norway is pioneering smart grid

We have a vision of creating the

management using our tools. A

Intelligent Cloud, which would make

traditional smart grid — an electricity

machine learning more accessible

supply network that uses digital

to every enterprise and, over time,

communications to detect and react

every one of us. Machine learning

to local changes in usage — includes

When combined with machine

software today is usually managed on

multiple data silos, including SCADA

learning, it turns out this kind of

premises by each organization using

networks, building automation

data can help you spot malfunctions

it, and building machine learning

systems, and substation meters. In

that are going to happen. Machine

applications requires expert data

this environment, it can be difficult

data analyzed by machine learning

scientists. However, data scientists

to forecast consumption and prevent

algorithms improves system

are in short supply, commercial

bottlenecks or outages. For a utility

reliability by determining the

software licenses can be expensive,

company, upgrading its entire

probability of failure well ahead of

and popular programming languages

infrastructure would be costly. Even

time and, eventually, making sure

for statistical computing have a steep

when upgrades are made, with new

most things that matter never fail.

learning curve. Even if a business

smart sensors or meters, data often

could overcome these hurdles,

gets collected but is not readily

deploying new machine learning

accessible. eSmart Systems is now

models in production often requires

using our cloud platform to integrate

months of engineering investment.

and analyze usage data and create

Scaling, managing, and monitoring

forecasts. Azure Machine Learning is

these production systems require the

the “brains” of their solution, running

capabilities of a very sophisticated

the data models for predictive

engineering organization, which few

analytics. The analytics are used to

enterprises have today.

predict capacity problems and

elevator downtime. It now relies
on predictive analytics for this
information, based on data provided
by sensors in the elevators.

Realizing a New Vision for
Machine Learning
Since I was 12 years old, I have
wanted to work with artificial
intelligence. I did a PhD in neural
networks, and my first job involved
creating a machine learning
application for credit card fraud

automatically control load in

detection. At Amazon, I spent nine

Microsoft’s Azure Machine Learning

years in a variety of roles, but I most

is helping organizations meet those

enjoyed building and running the

challenges. Combined with the rest

Mendeley is another innovative

company’s central machine learning

of Microsoft’s data platform, it allows

customer. One of the biggest

group and being responsible for risk

our customers to create entirely new

repositories of scientific research

management for Amazon and its

solutions that deliver on the promise

content in the world, Mendeley

individual buildings.
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provides a global platform and social

creators reach consumers directly.

would improve their work or lives.

network to foster discovery and

There is no middle man that tells

Examples of APIs offered in the

community collaboration. To improve

app developers what to build. They

marketplace today include those

the user experience, Mendeley was

publish to an online marketplace and

offering recommendations for similar

looking to anticipate the behavior of

consumers select what’s best or most

products purchased, detecting

new users in their initial adoption

relevant for their needs.

anomalies in data, and performing

and engagement phase. Within
two weeks of implementing Azure
Machine Learning, developers were
able to create a predictive model
that was 30% more accurate than an
earlier model that had taken them
months to develop on their own. Not
only is Mendeley able to iterate and
deploy models three to five times
faster, it can pinpoint users’ needs
with much greater confidence.

We are trying to emulate this by
adding machine learning models and
packages to the Azure Marketplace: a
marketplace where data scientists can
show their creativity and monetize it.
By “data scientists” I mean engineers
and physicists and statisticians and
business school graduates who love
data, are passionate about developing
analytical models, but haven’t had the
tools to build full solutions.

Building the Data Science
Economy

With a ready-made marketplace to

We’re beginning to see what happens

can develop innovative analytical

when we make machine learning

models, package them into APIs

accessible to enterprises. But what

(application program interfaces)

about making machine learning in

that others can consume, and

the cloud available to individuals?

publish these APIs. Developers and

I’m thinking here mostly about

consumers can then access the same

the supply side of the market for

marketplace, search or browse for

advanced analytics.

APIs, and pay for a specific API they

The cloud as a platform has already
given us the app economy, where app

showcase their skills, data scientists

wish to consume — something that
they would, in turn, use to deliver

sentiment analysis on textual data
such as social media feeds or web
pages. These marketplace APIs can
be consumed in other applications
or even in Excel spreadsheets.
They support transactions in many
currencies and offer an efficient
platform for building a data science
economy. We expect eventually to
host millions of such analytics APIs
in the cloud.
Machine learning is poised to be
a game changer across industries
and an important technology for
improving our personal lives. We
are rapidly realizing the vision of
democratizing the use of machine
learning by both enterprises and
individuals. Businesses should take
the time now to understand the true
potential of machine learning and
advanced analytics within their
own organizations.

a predictive analytics solution that

The Takeaways
• Machine learning — a branch of artificial intelligence that involves advanced statistics — is a tool for
training computers to make data-based predictions. When you can make accurate predictions, you have
the power to optimize business systems and processes.
• Thanks to the explosion of big data and the advent of cloud computing, machine learning is now
accessible to a wide array of organizations and may soon touch many aspects of our lives, as Microsoft is
exploring in its Intelligent Cloud project.
• Machine learning may be a game changer for businesses and individuals. Now is the time to learn about its potential.

CTO Straight Talk | 38

{Straight Talking

Ericsson is a Swedish multinational provider of communication services, software, and infrastructure –
especially involving mobility, broadband, and the cloud – for telecom operators and other industries.
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Driving Software Development In
Near–Real Time
Ericsson has improved time-to-deployment by empowering small, crossfunctional teams that work independently — but in sync toward a common goal.
POSITION
Vice President
Product Development, IP Routers

COMPANY
Ericsson

WORKS FROM
San Jose, California

Julio Alonso-Lopez
julio.alonso-lopez@ericsson.com

PROFESSIONAL BACKGROUND
Julio Alonso-Lopez oversees the metro, aggregation, and edge routers
portfolio development for Ericsson, a global provider of telecom services
and mobile and fixed networks. He has served as head of broadband
access and of 3G customer support at Ericsson, and he has been Vice
President of engineering for platforms.

EDUCATION
Bachelor’s of science from the Technical University of Madrid (UPM)
and a master’s of science from the University of Texas at Austin;
currently pursuing an MBA at the Wharton School at the University of
Pennsylvania.

PERSONAL PASSION
Spending time with family — in particular, following my son’s football
games and my daughter’s swim races; jogging; sharing a good meal
with friends.
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As the networked society evolves, network operators are
looking for continuous improvements in scalability, intelligence,
performance, and simplicity.

In December 2014, Ericsson delivered

and shooting a stream of data across

easily ported from one platform to

the latest iteration of our flagship IP

the network for analysis.

another. The journey is far from over,

edge router, providing more features
and functionality in a single software
release than we would have thought
possible as little as three years ago.

As the networked society evolves,
network operators are looking
for continuous improvements in
scalability, intelligence, performance,

As a provider of technology for

and simplicity. Agility is crucial, and

the networked society, we serve

we want to ensure we deliver the

operators of the world’s fixed and

capabilities the operators need.

mobile network infrastructure,
who demand steady advancement
in performance from our products
in an ever-shortening period from
conception to implementation. Their
ability to support the connectivity
requirements of a networked society
depends, in large part, on us.

terms of the five billion people who
are currently connected — people
like you and me sending each other
e-mails, text messaging colleagues,
and calling friends and family.
Tomorrow, however, we’ll also be
thinking about connectivity in terms
of devices, with upwards of 50 billion
connected devices in operation by
2020. There’ll be sensors here, there,
and everywhere, pinging each other
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How do we do it?

Being able to increase content and

product development unit I oversee

streamline time to market has meant

at Ericsson is rising to the challenge.

creating a new mindset for the

When a customer wants a certain

organization. Quality needed to stay a

feature or functionality, we need to

top priority, but everybody needed to

be able to deliver it within weeks —

embrace a new way of working, new

not the months or longer that such

processes, and new tools.

days of old.

Today, we think of this primarily in

better than the one before.

release of the IP edge router, the

of which I speak? Here at Ericsson,

being connected is connected.

want to ensure that every release is

As evidenced by the most recent

development would have taken in the

everything that would benefit from

fundamental part of the vision. We

Let Teams Make Their Own
Decisions

So what is the networked society
we define it as a society in which

since continuous improvement is a

This has been possible, I believe,
through empowerment. Rather than

Inside the IP router Product

micromanaging development from

Development Unit, or PDU, making

on high, we now assemble all of the

sure we can meet our customers’

competencies needed to complete

requirements for speed has meant

a particular feature, feature set, or

rethinking our approach to software

use case into an autonomous cross-

development. In the past two and

functional team. Such a team might

a half years, we’ve ushered in

comprise software designers, software

transformative change. We now

architects, and quality assurance and

operate in a manner that lets us

testing professionals, for example,

deliver next-generation software with

and work closely with the product

newfound urgency while maintaining

marketing function. The teams work

our high standards of quality. We

with our lead customers to assess and

make sure that our development

prioritize requirements, and they have

cycles are shorter and predictable,

the authority to make decisions and

and that the software we develop is

drive feature development.

At any one time, depending on the

have clear ownership of the decision

product, dozens, if not hundreds, of

mechanism, but they also need to

these small, cross-functional teams

know the appropriate procedures for

will be working toward the same end

making changes and communicating

goal. In developing that flagship IP

about them. Accountability is critical,

router I mentioned, we had about 50

too, and we have established a good

teams working on disparate aspects

set of key performance indicators

but in coordination with one another.

toward that end. For example, we

Every team has an end-to-end view,
but each is assigned a feature or set
of features to complete on its own.
We try to give the teams as much
independence as possible, but we do
recognize that a significant amount of
coordination is required. Toward that
end, a program management team
takes the lead on the release, and we
optimize the end-to-end flow of the
development effort. We believe that’s
what gives Ericsson a competitive

set long-term objectives and then
break those down into tactical KPIs,
which cover operational aspects such
as software fault density, hardware
returns, and feature velocity. We’ve
found that continuous measurement
likewise allows for continuous
improvements in efficiency
and quality.

Put Teams in Touch With
Customers

advantage in time to market and,

Taking measure of KPIs is important,

longer term, in efficiency.

but it’s not the most significant

Make Teams Accountable
for Their Work
In the early phases, our focus is
on software architecture. We want
architectures that will scale across
multiple generations, so they have
to be both forward-looking and
backwards-compatible. As we
work on software architecture, we
consider not only standard use cases
but also scalability, maintainability,
serviceability, and total cost of

motivator. I believe the best way
to motivate a development team
is to circle back after customer
deployment. Team members need to
see how the product they’ve developed
is being used in the real world. They
need to be aware of the product’s
market traction and see that it’s
generating revenue and is superior
to the competition’s offering. A true
understanding of how the product
answers specific market needs can be
a great motivator.

ownership. We make sure our

We tried a bunch of different

development teams have the right

approaches, but we’ve found that

technical people on board and that

the most effective way to ensure

those people have enough time to do

success is to send our engineers into

their due diligence on architecture.

the field. Visiting with customers on

Technical governance is an imperative
in achieving architectural integrity.
As I mentioned, the teams must

When a
customer wants a
certain feature or
functionality, we
need to be able to
deliver it within
weeks — not the
months or
longer that such
development would
have taken in the
days of old.

their premises gives them a deeper
understanding than they can gain by
phone, for example. In person, they
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can spend a lot of time seeing how our

and communications. As always,

higher layers of the network or to the

products fit into customers’ network

scalability means better throughput.

network operator.

designs, discussing problems and

But increasingly, scalability needs to

constraints, and sharing their visions

be about signaling, too.

for market evolution.

In addition, superior performance
becomes very, very critical in a world

Sessions involving on-the-go users

where everything is connected and

Product Development for
Tomorrow’s Networked
Society

with smartphones and mobile devices

everything will be housed in the

tend to be quite chatty, generating

cloud. And, lastly, simplicity is the

lots of messages to be processed. This

order of the day. Our customers

changes the nature of the signaling

are looking for simpler networks,

As we develop our collaborative

load on a network. In fact, we see the

networks that are easier to operate,

product development environment,

signaling overhead as a much bigger

and networks that can reduce the

we work toward meeting the four key

challenge in many cases than the data

overall cost of ownership — and

requirements I mentioned before:

load, and we are always looking to

here, too, we’re always pushing the

scalability, intelligence, performance,

introduce enhancements in hardware

envelope in our development efforts

and simplicity.

and software to address it.

in order to meet those needs.

Networks will have to be highly

The network of the future must also

As I think about the networked

scalable in order to absorb the

be intelligent, capable of analyzing

society and how its demands filter

increased volume and diversity of

behavioral information and

down into my product development

traffic coming their way. Network

traffic patterns, for instance, and

domain, I can clearly see that vendors

operators must be able to handle

adapting in real time on the basis

that don’t adapt their product

a steadily growing stream of

of the analytics. From a product

development approaches accordingly

Internet TV and video content while

development perspective, this means

will not survive. As fast as society is

supporting an unending array of

we’ve been looking at our ability to

changing today, it will be changing so

interactive, real-time applications

capture, analyze, and present data to

much faster in the future.

The Takeaways
• As network operators look for continuous improvements in dimensions such as scalability, intelligence,
and speedy implementation, vendors must pursue continuous improvements of their own. Each software
release, for instance, must be better than the one before.
• Instead of micromanaging product development from the top, Ericsson creates multiple small, crossfunctional teams, assigns each one a specific task—a feature or feature set—gives them autonomy to
complete their task, and requires them to coordinate for the delivery of the end product.
• To stay motivated and engaged, these teams need to visit with customers in person to see how the product
is being used, how it’s answering a specific need, and how it’s performing in the market.
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Alcatel-Lucent is a French global telecommunications equipment company that provides products
and services in areas such as internet protocol, cloud networking, and ultra-broadband fixed and
wireless access.
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Extracting Value From Diversity
It’s one thing to recognize the value of a diverse workforce, it’s another to
realize that value – in the form of new product ideas and best practices.
POSITION
Vice President and General Manager
2G/3G Wireless Product Division

COMPANY
Alcatel-Lucent

WORKS FROM
Ottawa, Canada

Nutan Behki
nutan.behki@alcatel-lucent.com

PROFESSIONAL BACKGROUND
Nutan Behki’s 25-year career has taken her from one networking vendor
to another – Nortel Networks, Newbridge Networks, Vienna Systems,
and back to Newbridge, subsequently acquired by Alcatel, which in turn
merged with Lucent. She worked in R&D for the first 15 years or so at
the global telecommunications and networking equipment company, and
then shifted into a deployment role, doing product rollouts, pre-sales,
program management, and product line ownership. About two years ago
she took on responsibility for the 2G/3G business unit.

EDUCATION
Bachelors in engineering from Waterloo University; masters in electrical
engineering from Queens University.

PERSONAL PASSION
Traveling, hiking, camping – outdoorsy stuff – as well as the arts (I don’t
do it, but I appreciate it) and cooking (even took weekend classes at Le
Cordon Bleu when working in Paris).

CTO Straight Talk | 47

Like many companies, Alcatel-

could see the big strides the Chinese

agree with that so I will just keep

Lucent has articulated a corporate

were making in areas like online

quiet,” doesn’t do anybody any good

commitment to diversity. Our

music and electronic marketplaces.

– not least of all customers awaiting

workforce – 62,000 strong – is a

And as I dealt with Asia-Pacific

solutions to their problems.

truly global mix, with employees

customers, it became pretty clear to

representing more than 100

me that I was not the best person to

nationalities.

be designing some service package

I know firsthand just how diverse
Alcatel-Lucent can be. I’m an Indian
woman who has worked at AlcatelLucent offices in my native Canada,
as well as in China, France, and the
United States. As vice president and
general manager of the company’s
2G/3G wireless product division,
my direct reports hail from Canada,

for Korean teenagers. I knew I needed
people who could understand those
needs far better than I ever could
because of their shared experiences.
Had I stayed within an environment
largely dominated by people with a
North American cultural viewpoint,
we would never have come up with
the kinds of products that we needed.

China, India, France, Germany, the

I’ve championed diversity in my

United Kingdom, and the United

role at Alcatel-Lucent because I

States. They are men and women,

want to be sure to give diversity a

young and old, and of various

voice, so to speak – and that’s what

educational levels.

I try to promote internally. Giving

I know that people within Alcatel-

diversity a voice starts with letting

Best Practices for
Turning Diversity Into a
Differentiator
My push to give diversity a voice
starts with my own team. As I
mentioned, my team members don’t
have a lot in common in terms of
background or experiences, and
because they work in far-flung
locations, they don’t see one another
all that often.
How do you get this diversity to work
for you? Over time, I’ve discovered
several best practices for capitalizing
on the makeup of a diverse group.
They are:

people know that being different

Solicit all opinions: Don’t wait

is OK, even desirable. I want every

for people to put their hands up

person to ask, “What is it about me

and volunteer their ideas. Too

that makes me unique?” And I want

often during group discussions the

them to think about the experiences

louder people tend to dominate the

they’ve had because of their gender,

conversation and make it difficult

cultural background, or educational

for the quieter sorts to vocalize

experience. The more diverse a group,

their ideas. So I absolutely make

the greater the set of experiences

a point of gathering ideas from

from which to draw ideas for new and

everyone ― preferably in advance

improved products and new ways

of big discussions but if that hasn’t

Through my career experiences,

to develop and deploy them. I want

happened then during a meeting, or

I have come to understand how

people to understand this, and feel

afterwards.

important it is to tap into employees’

confident and comfortable sharing

diverse backgrounds, be they

new insights they’ve arrived at

cultural, gender based, generational,

because of their experiences.

Lucent, as elsewhere, absolutely
recognize the value of diversity.
However, I don’t believe many
companies yet understand how to
realize that value. That’s the hard
part, the real challenge companies
face if they’re serious about making
diversity more than a warm and
fuzzy social platitude served up in the
annual report.

or geographical. Much of this I came

Create comfortable
environments: To make diversity
benefit the larger team, you

We have to make sure employees

sometimes have to allow people

realize that if they see something

to work in homogeneous units in

differently, they need to say they

their countries. Workforces in a

While living and working in China

see something differently. To have

country often share an educational

from 2007 to 2010, for example, I

them thinking, “Oh, I don’t exactly

background and a generation, not

to realize through my overseas
assignments.
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to mention they all speak the same

in ways I never would have done,

tension. But what I ended up saying

language really well. Facilitating

using job titles that never would have

to the project guys was, “It’s your

brainstorming at the local level

crossed my mind. They will work

project, so you decide for us what

often leads to great ideas that I can

different hours, and in different ways.

is the best way to achieve it” – and

then gather, share, and put forth for

They will rise to the challenge, and

that’s what they came up with and we

evaluation by the larger group. As a

they will implement their own ideas.

supported it.

One example that comes to mind

Situations like this popped up during

immediately is our recent rollout of a

my time in China, too, such as when

cloud-based radio access controller in

we were developing heads for the top

the Middle East. We primarily built

of wireless radio towers. When you

the product in North America, and

deliver a product in North America,

my expectation had been that the

your customers expect that product

rollout would follow along the lines

to work, plain and simple. They

we traditionally use there – build,

do not expect you to deliver patch

Think globally, customize

deliver, and put a team of experts

loads and fixes and corrections and

locally: Establish a clear ownership

on the ground to help with the

versions 2, 3, and 4. But in China, the

for product development so

implementation. But our Middle East

expectation is almost the opposite.

everybody everywhere is moving

team said, “No, no, no, that’s not how

in the same global direction. This

we’re going to work.”

result, we’re able to pick the best of
the best ideas. People will speak up
if they’re in a comfortable
environment, which very often isn’t
a corporate conference room. I often
find just sitting around the table and
saying, “Who’s got a good idea?” just
doesn’t do it.

means coming up with a baseline
product and then allowing local
customizations for different markets.
With this approach, you can apply
ideas where they make the most
sense and speed time to market
by eliminating back-and-forth
discussions about overall product
direction. If you have too many
diverse ideas and no clear decision
makers, you can spend an awful lot of
time just talking.

wobbles a bit. They’ll try it out, see

deployment chose instead to bring

what they like and what they don’t

in the developers and assigned them

like. They do this so that they can go

to work together with customers

as fast as possible, and sometimes

on customizing the product to

even before we’re at the point where

their specific needs. That was a

we think the product is ready they

very different model for a product

say, “OK, we’re going to go ahead

introduction than what we’d

and deploy it, and you can fix it

established in North America, but

later.” And you have to go along with

it proved an absolute success. But

this different approach to product

that’s not to say we would achieve the

development because if you don’t

same level of success if we put it into

you’ll be too slow for your customers.

play elsewhere. If I were to try that

Sometimes the best thing to do is

approach in, say, Germany, customers

tell people what result you want and

would say, “What is this mishmash

let them decide how they’re going to

of people that you’re placing in my

achieve it. If you pick the right people

offices? I want to see people who

and you give them that freedom,

are experts in field support and

they will work in ways that you

implementation, not a bunch of

never expected. I definitely saw this

developers.”

India, as well, where I also do a lot
of work. When given flexibility, I’ve
seen people will organize themselves

give them a product even if it’s still

The local guy in charge of the

Give local teams autonomy:

happen in China, and I’ve seen it in

Chinese customers demand that we

Overcoming
Generation Gaps
While we can support a lot of
customization when we introduce
new products into a market, where
we can’t do it – and where it can
lead to conflict sometimes – is in

I admit that I was hesitant at first.

the core development process. We’re

After all, putting developers with

stringent about how our developers

customers has the potential to create

write code, inspect the code, and run
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quality assurance tests. This is where

don’t need to abide by the processes,

we recognize that the young people

we sometimes butt heads against

then we can talk about relaxing some

coming in may have knowledge of new

generational diversity.

of them. But what we find almost

tools that we can use to streamline

Typically I find that those who
challenge our core development
processes are our younger employees,
especially those just coming out
of college. They tend to be quite
confident of their abilities, and they
think all this process is unnecessary
and only serves to slow them down.
They’d much rather just iterate their
way to success. But that’s where we

always is that these people realize that and simplify our processes. I’m
they do, in fact, need our processes to

absolutely open to change, as long as

back up their efforts – we are, after

the change is for everybody. If you’ve

all, writing software with millions

got a great idea, great, we’ll all benefit.

of lines of code. What people realize
is that, “Hey, even though I did this
development and this design and I
tested it and I thought it was fantastic,
later on when I put it in into the big
stress load lab, I found defects.”

In the wireless industry overall, we
have seen a significant reduction in
the time it takes to get products from
development to market. While once
this period would typically stretch
across 18 months or so, it now runs
no more than six months. Naturally

say, “No.” We need to deliver certain

It’s a trust thing – you have to say,

levels of quality to our customers,

“Trust me that I believe these are good globalization and follow-the-sun

and I brook no short cuts in the

ideas worth trying out, and I’ll trust

development accounts for much of

development and quality processes.

your abilities. Afterwards I’ll commit

this. But I do think that diversity—and

that we’ll have a review and if there

our ability to capitalize on diverse

are things that are truly unnecessary,

experiences and backgrounds—has

then we will eliminate them from

played a key role in speeding time-to-

our process.” And people do tend to

market, as well in all other facets of

respect that, and our process is not

product development and deployment.

The way I get the younger generation
to accept this is to focus on
accountability. I tell these young
folks that if, after following all the
processes, they think their work is so
excellent, so topnotch that they truly

set in stone. It’s a living thing, and

The Takeaways
• Many companies understand that it’s important to have employees with different expertise, backgrounds,
and experiences. But generating value from diversity is a big challenge.
• Best practices for realizing value from diversity include soliciting opinions from everyone, not just those
who speak the loudest; facilitating brainstorming in comfortable environments, perhaps in homogeneous
units, and then presenting the best ideas to the larger group; allowing employees to customize baseline
products for local markets; giving people the autonomy to organize themselves to perform their work; and
respecting the younger generation’s insights into process improvement.
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{Big Thinking

Headquartered in Massachusetts, USA, Resilient Systems is the leading Incident Response Platform
(IRP) provider that empowers organizations to thrive in the face of cyberattacks and business crises.
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WHAT’S TO BE DONE ABOUT DATA?
Internationally renowned security technologist Bruce Schneier describes the latest
developments in his field, explains how security is linked to privacy—and argues that
companies should adopt organization-wide data deletion policies.
Bruce Schneier has been called a “security
guru” by The Economist. He has written 13
books and hundreds of articles, and his
influential newsletter Crypto-Gram and
his blog Schneier on Security have over
250,000 readers. He has testified before
the U.S. Congress, is a frequent guest on
television and radio, and has served on
several U.S. government committees.
Schneier is a fellow at the Berkman Center
for Internet and Society at Harvard Law
School, a board member of the Electronic
Frontier Foundation, and the Chief
Technology Officer at Resilient Systems.
In March, Schneier published Data and
Goliath: The Hidden Battles to Collect
Your Data and Control Your World, which
quickly reached the New York Times best-

seller list and garnered numerous reviews,
interviews, and book talks. The book is a
comprehensive and engaging summary of
today’s security and privacy issues and a
list of recommendations for governments,
corporations, and individuals.
Schneier sums up his impressive career as
“an endless series of generalizations” and
says he likes to work at the intersection of
security, technology, and people. Indeed,
he is the rare security expert who can
move easily from writing about the arcane
details of cryptography to explaining privacy
issues to general audiences. The following
is an edited transcript of Schneier’s recent
phone conversation with CTO Straight Talk
Managing Editor Gil Press.
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For most of its life, the security industry has been plagued by the
fact that it’s difficult for buyers to tell the difference between good
and bad products.

Let’s start by putting today’s security
issues in a historical context. How has
the security industry evolved?

and detection, both of which are imperfect even under

Security is a combination of protection, detection,

Has the introduction of incident
response solutions changed the nature
of the market for security products and
services?

and response. You need protection to defend against
low-focus attacks and to make targeted attacks harder.
You need detection to spot the attackers who inevitably
get through. And you need response to minimize the
damage, restore security, and manage the fallout.
In the 1990s, we focused mostly on protection. A
lot of products were offered that would protect your
computers and networks. By 2000, we realized that
detection needed to be formalized as well, and we saw
many new detection products and services. This decade
is one of response. Over the past few years, we’ve started
seeing products and services focused on IR [incident
response].
Security teams are incorporating these products and
services into their security portfolios because of three
trends. The first is cloud computing. More of our data is
held in the cloud by other companies, and more of our
networks are outsourced. This makes response more
complicated, because we might not have visibility into
parts of our critical network infrastructures. The second

the best of circumstances. Incident response picks up
the slack.

Security is a mix of people, process, and technology.
What has changed over the years are the ratios.
Protection systems are almost all about technology, with
some assistance from people and process. Detection
requires more-or-less equal proportions of people,
process, and technology. Response is mostly done
by people, with critical assistance from process and
technology.
This is new for the security industry. For most of its life,
the security industry has been plagued by the fact that
it’s difficult for buyers to tell the difference between
good and bad products. Price is the driver because
there’s no good way to test for quality. But because IR
is people-focused in ways protection and detection are
not, better products will do better because buyers will
quickly be able to determine that they’re better.

trend is that attacks are getting more sophisticated.

There are new solutions in the current stage of the life

The rise of APT [advanced persistent threat]—targeted

of the security industry, but there are also new types of

attacks for reasons other than simple financial theft—

security threats.

brings with it a new sort of attacker, which requires a

You can characterize attackers along two axes: skill

new threat model.

and focus. Most attacks are low-skill and low-focus—

And the third factor driving the adoption of IR solutions

people using common hacking tools against thousands

is that companies continue to underinvest in protection

of networks worldwide. These low-end attacks include
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Let’s turn from security to privacy. How
are the two linked?
You can’t have privacy without security. If our personal
spaces and records are not secure, we have less
privacy—we feel exposed and vulnerable, less secure.
Fundamentally, the argument for privacy is a moral
one. It is something we ought to have—not because it is
profitable or efficient, but because it is moral.

Traditionally, companies have been
paying less attention to privacy
concerns than to security threats. Is
this changing?
We are seeing the rising importance of customer and
user privacy in an increasing number of corporations.
Many now have Chief Privacy Officers, senior executives
responsible for managing the legal and reputational
risk of the personal data the corporation holds. These
executives are establishing rules and regulations even in
the absence of government mandate. They’re doing this
actions like sending spam out to millions of e-mail
addresses, hoping that someone will fall for it and click
on a poisoned link. I think of them as the background
radiation of the Internet.
High-skill, low-focus attacks are more serious. These
include the more sophisticated attacks using newly
discovered “zero-day” vulnerabilities in software,

because it’s good for business.

The Sony attack made clear the
link between security and privacy,
when hundreds of private e-mails
and personal information of Sony’s
employees were made public.

systems, and networks. This is the sort of attack that

While companies need to improve their security against

affected Target, JPMorgan Chase, and most of the other

attacks, there’s another equally important but much-

commercial networks that you’ve heard about in the past

less-discussed lesson here—companies should have an

year or so.

aggressive deletion policy. Everything is now digital, and

Even scarier are the high-skill, high-focus attacks—the
type that hit Sony. Low-focus attacks are easier to
defend against: If Home Depot’s systems had been better
protected, the hackers would have just moved on to
an easier target. With attackers who are highly skilled
and highly focused, however, what matters is whether a
targeted company’s security is superior to the attacker’s
skills, not just to the security measures of other

storage is cheap—so why not save it all? But saving data,
especially e-mail and informal chats, is a liability. It’s
also a security risk: the risk of exposure. The exposure
could be accidental. It could be the result of data
theft, as happened to Sony. Or it could be the result of
litigation. Whatever the reason, the best security
against these eventualities is not to have the data in
the first place.

companies. Often, it isn’t. We’re much better at relative

If Sony had had an aggressive data deletion policy,

security than we are at absolute security.

much of what was leaked couldn’t have been stolen
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Data is the pollution problem of the information age, and
protecting privacy is the environmental challenge.

and wouldn’t have been published. Companies should

regulating the collection and use of our data, and raising

develop and implement an organization-wide deletion

the costs of retaining our data, we will incent new

policy. The ultimate way to secure data is to delete it.

business models that don’t rely on surveillance. Credit
card companies don’t have to track every purchase in

Deleting data goes against the
fundamental premise of big data—that
more data is better.

order to bill us and prevent fraud. The Internet can be

The key is to understand how much data is needed for

raising the cost of surveillance and data collection, new

what purpose. By and large, companies could make

businesses that don’t rely on it will rise up and take the

do collecting much less data, and storing it for shorter

place of the current ones that do.

built with strong anonymity protections. Electronic cash
can be both secure and anonymous. All of these things
are possible—we just have to want them. If we succeed in

periods of time, than they do now. For example, many
retailers rely on ubiquitous surveillance to measure the
effectiveness of advertisements, infer buying patterns,
and so on. But they don’t really need everyone’s data
to do that. A representative sample is good enough
for those applications and was common when data
collection was expensive.

In addition to highlighting specific
security and privacy issues in your
work, you talk about them in the larger
societal context of the way we live
now—online, all the time.
Data is the pollution problem of the information age,

You also argue that with the right
legal and regulatory environment, we
will see the rise of businesses based
on collecting less data and better
protecting what is collected.

and protecting privacy is the environmental challenge.

Surveillance became the business model of the Internet

age and wonder how our ancestors could have ignored

because it was the easiest thing that made money and

pollution in their rush to build an industrial world, our

there were no rules regulating it. It has remained the

grandchildren will look back at us during these early

business model of the Internet because the costs are

decades of the information age and judge us on how we

low, the potential gains are enormous, and—at least in

addressed the challenge of data collection and misuse.

the U.S.—there are still no rules regulating it. By both
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Almost all computers produce personal information.
It stays around, festering. How we deal with it, how
we contain it, and how we dispose of it are central to
the health of our information economy. Just as we
look back today at the early decades of the industrial
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{The Final Word
Functional products are simple products like a light bulb
(on/off type). As products evolved, more features and
flexibility were added to them, which meant the user
had to know more about the product features in order to
use them. Then, came programmable products, which
allowed users to select certain features and turn them
on automatically, depending on a time or event trigger.
However, one needs to be aware of the fact that basic
usability of consumer products with embedded
electronics continues to be a major issue. Technology
remains far too hard for most folks to use and most
people end up utilizing only a tiny fraction of the
features at their disposal. Research shows that over

Product Intelligence:
Catalyzing Product Evolution
It’s useful to step back and get a big-picture
view of the relationship between product
intelligence and intelligent products.

85% of consumer complaints related to new products
are due to usability rather than technical issues. Half
of all “malfunctioning products” returned to stores by
consumers are in full working order, but customers
could not figure out how to operate the device.
The real revolution and switch to smart products
happened when the focus shifted from features to
usability. It is a no-brainer to say that this was led
by Apple. And now, we are at the cusp of intelligent

Product intelligence and intelligent products are often
used synonymously to refer to the class of products
which are self-adaptive to user needs. We can start

products. The evolution of a simple rotary phone to
cordless phone and then to today’s smart phone has all
the hallmarks of this multi-step product evolution.

by saying that product intelligence is about gathering

Rapid strides in technology have resulted in smart

product usage data and user preference while using any

consumer devices with powerful chips, advanced

product, be it a gadget or a software or even a mobile

sensors, wireless networks, advanced display

app. Product intelligence is a precursor to building

technologies, and natural user interfaces (NUI). The

intelligent products. The idea of collecting information

progression to intelligent products happens when

from the usage pattern of customers is not new and has

products become intuitive, when programmability is

been practiced for many years now. The term ”product

replaced with intuition. Machine learning and NUI

intelligence” was actually coined way back in 2002.

are expected to play a significant role in creating

We can classify the evolution of products in five phases,

pathbreaking intelligent products.

namely 1) Functional 2) Feature rich 3) Programmable

Product intelligence ensures that the product aligns

4) Usability driven and 5) Intelligent. While these

with customer needs by providing access to customer

phases are not necessarily discrete and have some

usage patterns, exposing customer perceptions, and

overlap during evolution, we can certainly conclude

revealing the competitive positioning of the product

that products are evolving from functional to

in the market. Product intelligence provides insights

intelligent products.

that aid in correlation identification, failure prediction,

GH Rao
President, Engineering and R&D Services
CTO StraightHCL
Talk |Technologies
58

performance optimization, and development of

seamless experiences. For example, if a user has a flight

next-gen features. This information helps in building

listed in her Calendar application and a boarding pass

intelligent products

stored in Passbook, a bubble within the new Proactive

Intelligent products are expected to provide the same
simplicity of usage as early-generation functional-only

screen will appear around flight time to provide quick
access to the boarding pass.

products. Intelligent products are expected to simplify

As products become more intelligent they tend to get

the complexity of using the underlying technology in

connected to the ecosystem (Internet of Things), which

the product. They are also expected to be emotionally

mean there is a lot more information to be processed.

connected to users by embedding proactivity and

Machine Learning will slowly become an integral part of

seamless user interfaces. The users do not have to select

high-end intelligent products as they evolve to become

discrete tasks on their own to achieve a certain degree of

“autonomous products.” Also, intelligent products

functionality because the products know what is needed,

will leave a digital footprint of users, which can lead to

by studying the user behavior, and are able to perform

privacy concerns that will need to be addressed.

that selection activity themselves.

In a product development scenario, designing new

Products like an intelligent thermostat can control the

product experiences or improving upon existing

operation of an air conditioner to achieve objectives

products can be considered as the core objective

like “Save Energy” or “Optimize Comfort”. Increase

of product intelligence. But one of the interesting

of ambient temperature by 2 degrees can introduce a

applications of product intelligence could be monetizing

very slight discomfort to the user while achieving an

the data generated by the smart product.

objective of 10-15% in energy savings. It can also capture

For example, “Babolat Play,” is a smart tennis racket that

the difference in temperature, humidity, etc., between

generates data as players use it. Apart from providing

the controlled room and the external environment, in

great insights for Babolat’s product managers to improve

order to take appropriate actions to save power.

future products, that data is processed and shared

We are also quickly moving towards an era of hyper-

with the users. The players are able to use the valuable

personalization, in which the need of every individual

information about their strokes to improve their game,

customer will be catered to. We need to tap into the

allowing the company to monetize that information with

intelligence gathered through social media chatter, and

relevant services.

listen to what customers are saying. Every customer is

Product intelligence is an important cog in the wheel

a potential advisor and the product manager will have

of product research and development, as it can define

to keep his/her eyes and ears open for suggestions that

customer demands, shape new product ideas, and

could come from the remotest and most unpredictable

facilitate new product usage. But we must not become so

corners of the world.

enamored with the increasingly analytical, intelligent,

Google, when it came up with its Google Now, went one

autonomous products that we ignore the pitfalls of

step further in conceptualizing Google Cards. Google

leaning towards complexity at the expense of usability.

Now allows me to follow two unrelated subjects I am

Only products which hide the complex analytics and

interested in – sports and technology trends – with a

artificial intelligence behind the features of these

single swipe on my Android Phone, without having to go

products – which provide the garb of simplicity and

to different sites.

intuitive user experience – will be accepted and succeed

Apple with its “Proactive” initiative intends to take

in the market place.

this a notch further and analyze apps usage to provide
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